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Technological innovations anticipate that Vehicular Ad Hoc Networks (VANETs) based inter-vehicle communications will enhance driving safety and cooperative traffic operation significantly. This talk offers a brief overview of several major research issues and technologies enabling real-time, robust and secure communications in VANETs. The first part of this talk presents two such mechanisms: 1) A compressive sensing based data collection (CS-DC) scheme that is proposed to efficiently collect spatially correlated data in VANETs; and 2) A short-time certificate-based privacy protection (STCP2) scheme that addresses critical privacy implications in VANETs. To achieve high cluster stability in CS-DC, the distance and mobility based clustering protocol (DIMOC) is proposed to support reliable data transmissions among neighboring nodes. Furthermore, the compressive sensing (CS) theory is applied to efficiently compress in-network data and accurately recover original data. STCP2 features a progressive roadside unit (RSU) deployment algorithm to optimize RSU deployment with cost and application constraints, while providing a minimal privacy assurance to vehicular nodes against the abuse of power by VANETs authorities. Besides, secure and privacy preserving pseudonym change procedures enable each node to protect its privacy against both external and internal observers. The second part of this talk focuses on three value-added transportation/traffic related applications supported by VANET communications. Common technology challenges and solutions of effective data dissemination and security provisioning will be discussed.  
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